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Customer Guide to INCISIVE Support

Welcome to
INCISIVE Support

What's in this guide
Getting the latest information

Accessing the INCISIVESupport website
Report a defect or an enhancement idea
Customer Service Resources

This guide is intended to help you leverage the product and services provided by our
Support representatives. It outlines the support available for our products and how to
access that support.

We are committed to continually improving our process and providing on-going support
for you. This guide is regularly updated; we encourage you to visit our websites for the
latest updates to product and service information, documentation, and other product
resources.

What's in this guide
T For products and available services, see "Service levels and policies"
1 On methods to contact Support, see "Customer Service resources"

T For help determining the type and severity of the problem and which support
resources to use, see "3-Tier priority system”

T For steps you can take to resolve a problem before contacting INCISIVE Support,
see “Before you contact INCISIVE Support...”

1 For the problem resolution process we use when you call, see “Connecting with a
INCISIVE Support Engineer”

1 For what to do when your expectations are not met, see “Escalating incidents,
defects, or enhancements”

1 For instructions on submitting and following-up on defect reports and
enhancement requests, see “Submitting defects and enhancements”

Getting the latest information

Our Support website contains the latest, downloadable versions of all documentation for
our INCISIVE products. The most current version of this guide is always available on our
Support website.

The INCISIVE product support website allows you to:

1 View the latest product news, documentation, and other coding resources

1 Download computer-based training and sign-up for web training seminars
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9 Review known issues with the software

T Join an email list and receive email newsletters on topics related to product
support, updates, features under development, and technical alerts

Accessing the INCISIVE Support website

You can access our Support website at www.incisivemd.com. Click Support above the
photo to view our support web page.

Our support page provides a single stop to get our latest software downloads,
documentation, and getting help.

Get downloads here Start remote assistance from here

Stay Current Need help fast?

Downioad the latest software instalier or update. To start a remote assistance session, enter your name below, choose a
upport , and click Submit.

Review the system before new hardware or 3

upgrading third-party software. Whoare you?

Choose a representative Submit
Learn more ha =
Find answers to the most frequently asked questions

Read alerts about our software and get product documentation.

Get the latest documentation here
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Support Login for Software Downloads
To download our software, you will need to login into the customer protected area of the

Support webpage.
1. Go the INCISIVE Support webpage.
2. Under the left column Stay Current heading, click download.

3. Enter your account’s Username and Password.
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INCISIVE Account Login

Please login below to access your INCISIVE files.

Username:  support
Password: eesseeee

Login

Done @ Internet | Protected Mode: Off R v R100% ~

i Contact a Support representative for your account’s login and password if it is unknown
to you.

Report a defect or an enhancement idea
To report a product defect or provide us with your INCISIVE product enhancement idea,
use the Product Feedback Form on the Support website.

1. Go the INCISIVE Support webpage.
2. Under the left column Interact with us heading, click suggestions.
3

Enter your contact information and your suggestion, product enhancement idea, or
any other comment or concern you would like us to know.

Customer Service Resources

Department Telephone / Fax Email Website

Customer Service Voice: (503)296-2290 support@incisivemd.com http://www.incisivemd.com/support

Sales Fax: (503) 546-5323 sales@incisivemd.com http://www.incisivemd.com
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You can contact us by phone, fax, email, or directly from our Support website. Please use
the method that is most convenient for you.

Support Representatives

Support Representatives offer an array of technical skills. Some team members are
operating system software certified, and all have expertise in our products, databases,
operating systems software, and other related application software products.

Support Representatives can answer your questions about how to use our software and
help you solve any problems you experience with its use. They can also refer you to our
accounting personnel to talk about your monthly subscription billing issues, provide
updated billing statements, or provide answer any other questions regarding your account
with CrossCurrent.

INCISIVE Support Newsletter

Subscribe to the monthly INCISIVE Support email newsletter and watch for notifications
about INCSIVE products. We use this newsletter to send important product information
and updates regarding:

1 Workflow and usability suggestions

1 Frequently asked questions and answers

1 Hot technical topics

1 Web update announcements

l

Lessons learned from customer implementations

i Remember to add support@crosscurrentinc.com to your safe sender list!

Support and Corporate Websites
Visit our corporate website for company press releases, investor information, and products
and services we offer. The support website provides direct access to documentation,
support, product forums, and training information. You will need a User Login and
Password to access the support website.
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Experience Level
Promise

Service Description
Customer Performance Expectations
CrossCurrent Production Goals

Our performance, availability, and maintenance levels summarized here are subject to the
terms and conditions of your product Business Associate, License, and Support Agreements
and applicable law.

Service Description

CrossCurrent provides its software as an affordable hybrid software-as-service model.
INCISIVE software client applications are installed on customer’s workstations and laptops
and the corresponding backend database and web servers are housed at our data center.
Inter-connectivity between INCISIVE client applications and the backend servers use
military-grade encryption standards when communicating over the Internet. We perform all
database management and infrastructure maintenance for the INCISIVE software provided
to our customers as part of their License and Support agreements.

Affordable Solution

We have to balance our customers’ tolerance for downtime with the cost of providing
available uptime. These two goals are diametrically opposed to each other, since
guarantying greater uptime requires more equipment and people. In trying to reach an
affordable balance between these goals, we are guided by two principles:

M No loss of data

1 Patient data is secure during transport, storage, and use

Tier 2 INCISIVE Data Center

As defined by the Uptime Institute, a New Mexico-based information technology think
tank and professional services organization, our Tier 2 data center requires:

1 Single non-redundant distribution path serving the data center equipment
1 Non-redundant capacity components

1 Basic site infrastructure guaranteeing 99.741% availability

99.741% availability means less than 22 hours of downtime per year

Our data center is housed at Infinity Internet, a carrier-grade co-location facility in
downtown Portland, Oregon. This facility boasts the following physical specifications:
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24x7 monitoring of all power, data, and security

Seismically reinforced physical architecture

Redundant HVAC environmental control systems

UPS backup for all systems with standby 750 kilowatt generator
Premise security provided via card lock and physical key combination

OC-12 and OC-48 redundant fiber optic connections to the Internet

Customer Performance Expectations

Because we have assumed the burden of managing the INCISIVE web and database servers

for our customers, we have housed them at our data center. Customers can rest assured

knowing that we are doing our work in a professional manner and safeguarding their data

according to applicable law and their License and Support agreements.

General Customer Experience Expectations

What do our customers want from our software? The feedback we have received indicates

that they want simply to use software that just works and is available anytime they need it.

This is a tall order but one in which we consistently meet.

f

No Application Problems. We have a rigorous quality assurance testing process
for our software products to minimize the potential software glitches. As with all
software, we cannot completely eliminate problems our customer may encounter
with our software because we do not control their computer environment.
Potential problems can include conflicting installed applications and virus and
malware threats. Our commitment to you is that when we are informed of a
problem that we will diligently support you in resolving the matter to the best of
our ability.

Always on. With our Tier 2 data center and the redundant systems in place, we
can commit to providing you access to our INCISIVE servers every business day.
We will schedule normal maintenance procedures on these systems after 5:00 pm
Pacific Time weekdays and weekends. We will notify atfected customers before
changes are implemented.

Competent Employees. We will provide competent personnel with the necessary
skills and experience to provide our INCISIVE products and services to you. If
however, in a customer’s reasonable opinion, any of our personnel fail to carry out
the services with sufficient competency, you may notify us. We will endeavor to
rectify or remediate the situation as soon as is reasonably possible.

Business Continuity. We have written a disaster recovery plan and regularly test
parts of that plan to ensure we have the ability to return to normal business
operations within 2 weeks in the unlikely happening of a force majeure event.

Internet Connectivity

While we strive to meet all our customers’ expectations, we are not responsible for the

PN 4501-E

performance of their Internet service provider or Internet connection. In determining a

customer’s Internet connectivity requirements, the latency between our data center and the

customers’ workstations and laptops is more important than the availability of bandwidth.

Customer should review the Recommended Hardware and Software Recommendations
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documents for each INCISIVE software product for the specific Internet connectivity
requirements for that product.

Wireless Caveat. Due to the occasional intermittent nature and low throughput of wireless
connectivity, a customer’s experience in using INCISIVE software may degrade to the point
where an application operates very slowly or frequently loses connection with to its
INCISIVE server. We recommend for users using our INCISIVE software consistently
throughout the day that they be connected to the Internet with a hardwire connection.

Service Restoration

Depending on the INCISIVE product used by our customers, non-maintenance disruptions
in service or poor Internet connectivity may affect a customer’s workflow and business
operations differently. Business criticality also plays a part in that not all INCISIVE
software is required to manage the clinic on daily basis. When service is disrupted, for
whatever reason, we will endeavor to restore access to our various INCISIVE products
according to the table below.

INCISIVE Product Description Return to Service Level

MD Surgical planning and payment auditing 1 business day
software

PM Practice management software for storing 4 hours during normal business hours
patient demographics, physician patient or the next business day
schedules, and charge and payment entry

1Q Web reports portal 3 business days

IS Data extraction and integration software to 2 business days

retrieve patient demographics and claim
payment information from customers’ practice
management systems

In the event of a cataclysmic earthquake, meteorite strike, zombie attack, or any other force
majeure event in which the city of Portland lay in ruins or chaos, our business continuity
plan calls for the restoration of service to our customers within 2 weeks of the event.

Customer Notification

We will contact affected customers either by phone, instant message, in application
message, or email before implementing a change. For planned maintenance changes,
notification will occur 3 business days before the change is implemented. The notification
will be to the primary clinic or technical contact and will indicate which product will be
affected and the date and time of the expected outage.

For emergency changes, every effort will be made to contact customers before the change is
made. Given the nature of an emergency change, we have to balance customer notification
with ensuring we maintain our two guiding principles. With the completion of any
emergency change, CrossCurrent will notify affected customers within the next business
day by email.
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HIPAA and HITECH Compliance

As with any other healthcare software vendor, we worked with our customers to enable
them to be Health Insurance Portability and Accountability Act (HIPAA), Public Law
104-191, compliant. With the passage of the Health Information Technology for Economic
and Clinical Health Act (the "HITECH Act") as part of the American Recovery and
Reinvestment Act of 2009 (ARRA), Public Law 111-5, certain provisions of HIPAA that
previously only applied to our customers now pertain directly to CrossCurrent. With this
change, we have upgraded our facilities and internal business processes to comply with
HITECH. Customers should refer to our BAA or HITECH BAA Amendment for specific
details on our commitments to you mandated by HITECH.

CrossCurrent Production Goals

CrossCurrent does not have any performance penalties written into our contracts or
License and Support agreements. We have found these to be counterproductive to building
a relationship with our customers. CrossCurrent takes it as a matter of personal pride to
provide our customers with 99.741% availability to our INCISIVE software.

Maintenance and Service Changes

In order to meet customers’ performance expectations and our own internal production
goals, the INCISIVE servers require regularly scheduled operating system and infrastructure
software maintenance. During periods where maintenance is being performed, limited or
no availability may occur to our software. Depending on the INCISIVE software being
used, customers will receive different notifications of server unavailability.

1 MD — On the INCISIVE MD login, a maintenance message will be displayed.

1 PM — A logged in user will receive an administrator console message about
disconnecting the user. For an INCISIVE PM user not logged on, when attempting
to log in the server will report an error message about not being able to connect.

1 1Q — When the web reports portal is unavailable, the customer will be redirected
to a web page providing details about the unavailability of the portal and any
detail relevant to the outage

Because we cannot control the release of operating system updates, we do not publish a
maintenance calendar. When operating system or hardware maintenance needs to occur, it
tends to require either taking a server offline or rebooting the server after maintenance is
complete. In these situations, all INCISIVE product customers may be affected and we will
use the normal customer notification process.

Hardware Failures and Emergency Maintenance

PN 4501-E

We have a hardware monitoring system in place to better manage the eventual failure of
server hardware components. In many cases, these types of hardware failures are
catastrophic in nature in that they occur almost instantaneous and cause the unavailability
of the affected server. To account for these situations, we have provisioned redundant
secondary servers for all key data center systems.

Other situations occur where immediate software maintenance needs to be done on the
recommendation of Microsoft or other third-party vendor in order to preserve security or
prevent a potential software issue. In these situations, CrossCurrent may not have the
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opportunity to inform all affected customers before the change occurs. In these instances
where notification may not occur before the implemented change, CrossCurrent will notify
affected customers within the next business day by email.

Data Security

For our customers’ peace of mind and our own paranoia, we have configured our data
center infrastructure and procedures to provide:

1  24x7 monitoring of all data flows and security

1 AIlLINCISIVE servers are behind production class Juniper hardware and redundant
Microsoft software firewalls

1 Daily monitoring and automatic lock out of all unauthorized attempts to access
any of our systems

All communication between INCISIVE client software installed on customers’ workstations
and laptops is secured to meet the following security specifications:

1 All traffic is encrypted via 128-bit Secure Socket Layer (SSL) protocol layer and is
initiated from within the clinic—never from outside.

1 All transactions are identified and processed via a clinic-unique private 865 byte
certificate and dependent clinic identifier

Customer should review the Recommended Hardware and Software Recommendations
documents for each INCISIVE software product for the specific inbound Internet ports
needing to be configured for our products.

Three Level Backup

To minimize data loss, CrossCurrent does an incremental transactional backup of all
INCISIVE databases every 15 minutes. This ensures that in case of data loss or corruption,
transactional data can be restored with a maximum time of loss of 15 minutes. Normal
data backup procedures typically ensure only a maximum time of loss of 24 hours. As an
additional level of backup and security, all data is stored on a secure secondary backup
server and encrypted with 2048-bit encryption. As a third level of backup protection, the
encrypted data is stored off-site with Amazon Simple Storage Service (S3).
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Support level
and policies

Support Levels

CrossCurrent Support Policy

Third-party software and support policies

The support policies and service summarized here are subject to the terms and conditions

of your product License and Support agreements.

Support Levels

CrossCurrent, Inc. offers two levels of service for INCISIVE products:

1 Regular Support Plan — This is the basic plan that offers unlimited calls to a
Support Representative during regular business hours: 8:00 am to 5 pm Pacific
Time, Monday - Friday, except holidays.

1 After Hours Option — Add this option when you need occasional support after
regular support hours. You only pay for the calls you make during non-business

hours or on weekends.

Support Plan Features

Website

Feature Regular Support Plan After Hours Option
Number of calls accepted Unlimited As pre-arranged
Remote assistance support Yes Yes
24 x 7 fax and voice mail access Yes Yes
Access to password protected INCISIVE Support | Yes Yes

Support Hours

8:00 am to 5 pm Pacific Time,
Monday — Friday

As requested

i You must purchase the After Hours Option before the date needed.

CrossCurrent Holidays

CrossCurrent company holidays for the current year are posted on the INCISIVE Support
website. These federal holidays are commonly observed:

Martin Luther King Day  New Year’'s Eve and New Year’'s Day

Memorial Day
Labor Day

Independence Day

Thanksgiving Day and the day after
Christmas Eve and Christmas Day
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On these days, Regular Support Plan customers will need to pre-arrange an After Hours
Option if they need to call for support.

Support Response Times

Customer Service response times for questions, issues, and defects reported during regular

business hours are as follows. Refer to the Three-Tier Priority System section in the
Working with INCISIVE Support section to understand each of the different support

priorities.

Communication

Three-tier Priority Levels

Method Immediate Urgent Normal
Telephone Immediately Within 1 hour Same day
Voice mail Not recommended Not recommended Within 1 business day
Fax Not recommended Not recommended Within 2 business days
Email Not recommended Not recommended Within 2 business days

Instant Messaging

Not recommended

Not recommended

Within 1 business day

CrossCurrent Support Policy

We only support the current version of an INCISIVE product. If a problem exists with an
earlier version of our software, we will ask customers to update to the latest version of the
product to see if the problem remains in the current version of the product.

Automatic Updates

As we enhance or correct the software, we distribute product releases to customers using a
web-updating feature built into our INCISIVE products. For critical updates, we notify
customers by email, explaining the nature of the update and what actions, if any, our
customers need to take. Each time the customer starts an INCISIVE product, the
application will check update availability and proceed to download and update the
application automatically. This process may take several minutes to complete; we apologize
for this inconvenience, but we believe the benefit of not having to manage our applications
outweighs an occasional inconvenience.

Remote Assistance

In order for us to provide meaningful support to your clinic, our Support Representatives
must be able to connect to your workstations remotely. We can connect using our web
conferencing or remote assistance tools. We are confident our remote access meets your
organization's confidentiality and security requirements, as well as federal and state
regulations governing the privacy and security of patient data.

Direct remote access offers the highest level of support to diagnosis, troubleshoot, and
correct your issues while talking with a Support Representative. Direct remote access also
provides the fastest possible response to such incidents. If direct remote access is not
available, incident time can be significantly slower and take longer to resolve.
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Your License and Support Agreement governs how remote access is set up between
INCISIVE Support and your office locations. Remote access configuration should provide
the following:

M A suitable Internet connection

1 On our request, and with your approval, we will access your system using this line
for error detection, analysis, replication, or correction. INCISIVE Support access
will be subject to your prior approval in each instance.

i CrossCurrent will not be responsible for any failure to perform its obligations under its
License and Support Agreement that results from the customer's refusal to provide us
with access to their system.

On-site support services

PN 4501-E

On-site support service is not part of the regular Support Plan for INCISIVE products.
However, on a case-by-case basis, the customer and CrossCurrent may agree to an on-site
visit. Please refer to your Support Agreement for a definition of the conditions under which
a site visit may occur and the fees associated with the visit. The visit cost estimates and

payments will be |

INCISIVE
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